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MEXTGEN CYBER DEFENSE

Six technologies.
One coordinated defense lifecycle. | srocerocenen «
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TECHNOLOGY
INTELLIGENCE
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Each capability works independentily - and becomes stronger when connected. .
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AUTOMATE & RESPOND

CQ Automation

Playbooks, orchestration, tickets
and controlled automated actions.

Transforms detections into action
with automated playbooks, cross-
platform orchestration, ticketing
integrations and safe, controlled
auto-response to contain threats

PROTECT & MITIGATE
DeDDoS

Detect, validate, mitigate and
keep services online.

Identifies DDoS attacks in real time,
validates malicious traffic, applies
intelligent mitigation and keeps [
your critical services available

and performing. \ J

RECOVER & IMPROVE

Tuning + lessons learned

Tuning, lessons learned, optimization
and stronger defenses over time.

il

Continuously refines detections,
playbooks and configurations using
real-world experience, post-incident
reviews and metrics — turning every
event into a stronger, more resilient

faster. environment.
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Threat intelligence enriches detection, investigation and response across the entire lifecycle. 1) WAt sl
INTELLIGENCE i : _ y _|__I_h FASTER INSIGHTS
by Nextgen Integrates global and local threat intelligence (10Cs, TTPs, reputations, campaigns) o improve ”x 77 STRONGER DEFENSES
correlation, detection accuracy and response decisions in every capability. | R
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CYBERSECURITY

LIFECYCLE
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An integrated suite that /
works as one to identify, 4 |DEHT|EY
detect, investigate, respond, . Collect and unify data .
for complete visibility.
protect, recover and N\ L N
continuously improve.
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CQ AUTOMATION BY NEXTGEN

AUTOMATION

SOAR by Nextgen

Automate response.

Orchestrate every action.

Turn complex incident workflows into fast, controlled
and repeatable responses across the security stack.
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. fewer incidents requirin
automated actions il ol playbooks
manual interaction
KEY CAPABILITIES .
| Graphical playbooks W Case management " Security / IT integrations
Build reusable response E Coordinate investigation 6’9 Connect playbooks with
a workflows through a visual | tasks, evidence and response third-party security and
- orchestration interface. in one workflow. ~ T systems.
Execution traceability Automated actions Al-assisted support
Log actions, parameters Trigger controlled response Accelerate playbook creation
and outcomes for audit actions directly from and repetitive response
and forensics. alerts and cases. workflows.
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AUTOMATION

PLAYBOOK AUTOMATION ENGINE

Build automated response workflows visually and
execute them with context.

A playbook is a sequence of actions grouped to perform a mitigation or response flow. Actions are added and removed
through a graphical interface, while input parameters are evaluated dynamically at runtime.
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Example of a multi-step playbook workflow,
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. AUTOMATION PLAYBOOK AUTOMATION ENGINE

From focused actions to multi-system response flows.
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Disable domain account (—— \ Block IP in various systems
® Focused playbook for disabling a domain ® Coordinate blocking across multiple systems
account as part of response. gy = and notify for each action.
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Playbook example: disable domain account.
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AUTOMATION
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PLAYBOOK ACTION BUILDING BLOCKS

Combine vendor integrations with reusable functional

logic.

Actions form the building blocks of automated responses. They connect to external security tools or implement internal
logic such as conditions, counters and custom scripts.
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" - Vendor-specific actions Functional actions
| m . Integrated with a growing list of security ¢ |F: Conditional branching based on Boolean
) vendors, logic.
& Use vendor APls for blocking IPs, isolating ® Count: Counts elements in an array-type
hosts, updating fwewall rules and sending variable.
notifcations. ® Code: Executes a DTS object with custom
JavaScript logic.
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AUTO MATION SMART PLAYBOOK FEATURES & AUDITABILITY

SOAR by Nextgen

Reusable automation with traceability built in.

Smart Playbook Features

® Dynamic Parameters: Input values are computed at runtime using placeholders and context variables.

® Reusable Logic: Actions and logic blocks can be reused across multiple playbooks.

® Custom Scripting: Supports JavaScript via DTS objects for advanced logic.

-
8

\
/

Audit & Forensics

® Every action is recorded for compliance, debugging and forensic analysis.
® Execution logging includes input parameters, result, timestamp and user ID if manual,

® Forensic reports are generated from execution history.
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nexxtgen

TECHNOLOGY FOR A SAFER TOMORROW

Explore the full
Nextgen

online.

Discover products, technical capabilities, use cases,
architecture insights and ways to connect with our team.
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Browse Cyber Defense,
Al Agents and
Intelligence solutions.

VISIT OUR WEBSITE

0.

Review capabilities,
deployment models
and operational

Technical
Details

benefits.
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See real-world
scenarios and

practical outcomes.

nextgen

Products * Technical discussions * Demos ¢ Architecture ¢ Portfolio information
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Ik Talk
g to Us
Start discussions,

demos and
solution planning.
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